Biz - E - Kidz Policies and Procedures

CONFIDENTIALITY AND
THE PROTECTION OF PRIVACY

Policy:

All information collected on Biz-E-Kidz children and their families is used on a
strictly ‘need to know’ basis. All hardcopies of personal details are respected as
confidential and are kept in a locked area accessed only by the Coordinator, the
Assistant Coordinators, the Financial Administrator and Educators. All personal
details stored online are accessible only by the Coordinator, Assistant Coordinators
and Acting Assistant Coordinators. The program has a statement of confidentiality
that is reported in the Family Handbook and made available to families upon
request.

The service is recognised as an ‘Authorised Organisation’ and so can request and
share information under the ‘Child Information sharing Scheme’ and the ‘Family
Violence Information Sharing Scheme’ if it is in the interest of a child's wellbeing.

Procedures:

Use of information:

e The Coordinator, Assistant Coordinators and Acting Assistant Coordinators are
the only people with direct access to all personal details, records and
information on the Biz-E-Kidz children and their families.

e Any specific information is shared with Educators, management committee,
school staff including leadership, teachers, wellbeing team or school nurse
only when it is essential that they receive that information to effectively meet
the requirements of their role. That is, information is shared on a strictly
‘need to know’ basis only.

Collection of information:

® When first enrolling in the program and at the commencement of every new
calendar year, an enrolment form is completed by the parents or guardian of
each child enrolled in the Biz-E-Kidz program for that year (either by
enrolment form or through Smartcentral). Information is collected on:
- names and contact details of children and parents/guardians
- other information on the children and parents/guardians including
gender, cultural background and home languages
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- names and phone numbers of people authorised to collect child(ren) or
be contacted in the case of an emergency

- Information required to claim Child Care subsidy on behalf of the family

- details of any allergy/dietary/medical information

- family access arrangements, where applicable

Any other information gathered from time to time clearly outlines why

Biz-E-Kidz is collecting the information and how it will be handled. Such

information will only ever be used for the purpose outlined or a directly

related purpose unless written consent is provided by the parents or guardian

to use it for a further purpose that wasn’t known at the time of collection.

Storage of hard copy information:

Any hardcopy personal details, records and information on Biz-E-Kidz children
and their families are stored in cupboards in the lockable office in the
Biz-E-Kidz building. The office is kept locked when not in use. Only the
Coordinator, Assistant Coordinator and Acting Assistant Coordinators have
use of a key.

A spare key is also kept in the office.

All records of any type are retained for the period authorised by the Public
Records Act — currently seven years for financial information, three years for
contact details and until the child is 24 years of age for medical / incident
information.

Security of digital information:

Computers, laptops and ipads which hold personal data or are used to access
Smartcentral, are password protected, supervised while in use and stored in a
locked cupboard or office. All staff with Smartcentral access have their own
logins and passwords, which they are encouraged to change every 3 months.
The password to the computer is known only to the Coordinator, Assistant
Coordinators, RPICs and Financial Administrator. Any other person authorised
from time to time to use this program must access it via the Coordinator or
an Assistant Coordinator.

Some documents are stored in Department of Education Google Drive folders.
Only the Coordinator, Financial Administrator, Assistant Coordinator and
Acting Assistant Coordinators have access to the Google Drive password.
Access by other staff must be through the coordinator or assistant
coordinator.
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Child Information sharing Scheme and the Family Violence Information Sharing
Scheme

If request meet the threshold Biz - E - Kidz may share information with other
authorised organisations ensure the wellbeing of a child next line

e the information shared must be relevant and necessary for the wellbeing of
the child and not be excluded under the scheme
e more information see the ‘Child information sharing scheme and family

violence information scheme’ policy and procedure

Responding to Data Breaches or Fraud

Any potential data breach is recorded, investigated and notified to the Office
of the Australian Information Commissioner (OAIC) by using the online
Notifiable Data Breach Form. This could include:

- a device containing personal information about children and/or
families is lost or stolen (parent names and phone numbers, dates of
birth, medical information)

- a data base with personal information about children and/or families is
hacked

- personal information about a child or family is mistakenly given to the
wrong person

Any suspected fraud is recorded and reported to the Biz - E - Kidz

Subcommittee or directly to the CCS tip-off line: phone 1800 664 231 or email

Equipment required:

Enrolment Form

Coordinator and Assistant Coordinator’s keys to records cupboard and office

Statement of Confidentiality
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https://forms.business.gov.au/smartforms/landing.htm?formCode=OAIC-NDB
https://forms.business.gov.au/smartforms/landing.htm?formCode=OAIC-NDB
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